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Respondus Online Proctoring Tools: 

EIU subscribes to Respondus assessment tools for online learning as a way to ease 
concerns about academic dishonesty on quizzes and exams in D2L Brightspace. EIU provides 
access and support for a suite of Respondus products. Respondus LockDown Browser, which 
locks down the testing environment within D2L Brightspace and prevents students from 
navigating away from the test. However, when students are taking tests remotely, this option 
only prevents the students from leaving the browser on the device on which they are taking the 
assessment; other devices, such as smartphones and tablets, or physical references like 
textbooks and other course materials may still be used. 
 

To address these concerns, instructors have the option to use Respondus Monitor. 
Respondus Monitor is an online proctoring application that accesses students’ computer 
microphones and webcams to record them while they take exams. After the assessment is 
completed, proctoring results – including flagged irregular events – are available to the 
instructor for further review. 

 
Instructors also have the option to use Respondus Live Proctoring.  This remote 

proctoring option works with Zoom and Microsoft Teams, and uses LockDown Browser to 
prevent cheating on the computer itself, while the instructor watches students complete the 
exam via video conferencing. This method is synchronous and requires the instructor and 
students to be online at the same time.  Live Proctoring is only recommended for small class 
sizes where instructors can effectively observe and track students during the exam. 
 

Although these tools can discourage academic dishonesty, no tool, Respondus or 
otherwise, can completely eliminate the likelihood that a violation will occur. For other strategies, 
faculty and instructors are encouraged to review Dr. Lu Ding’s video, “4 Pedagogical Ways to 
Prevent Students from Cheating,” and to contact the Faculty Development and Innovation 
Center (FDIC) for specific assistance; an Assessment Strategies Toolkit of internal and external 
resources is continually updated to supplement direct consultation with the FDIC. 
 
 
Should Respondus Resources be Used? 

As remote learning grows at Eastern Illinois University and across institutions of higher 
education, and has accelerated during the COVID-19 pandemic, the use of Respondus and 
similar proctoring tools have increased exponentially. However, these tools have also created 
important ethical issues for colleges and universities. For example, in March of 2021, DePaul 
University in Chicago was sued due to violations to students' privacy. While EIU subscribes to 
Respondus Lockdown Browser, Respondus Monitor, and Respondus Live Proctoring, and has a 
digital biometric policy, instructors who wish to use these tools should do so understanding 
these concerns as well as consider available options for both formative and summative 
assessments.  
 

https://web.respondus.com/he/
https://www.eiu.edu/respondus/
https://www.eiu.edu/respondus/
https://web.respondus.com/he/lockdownbrowser/
https://web.respondus.com/he/monitor/
https://web.respondus.com/instructor-proctoring/
https://eiu.mediaspace.kaltura.com/media/4+Pedagogical+Ways+to+Prevent+Students+from+Cheating/1_ornwtwom
https://eiu.mediaspace.kaltura.com/media/4+Pedagogical+Ways+to+Prevent+Students+from+Cheating/1_ornwtwom
http://www.eiu.edu/fdic
http://www.eiu.edu/fdic
https://www.eiu.edu/fdic/assessment_strategies.php
https://www.insidehighered.com/quicktakes/2021/03/11/depaul-sued-over-online-proctoring-tool
https://www.eiu.edu/panthertech/policies/biometric.php


 
Issues and Concerns with Remote Proctoring Programs: 

The algorithms used for facial recognition in online test monitoring may introduce bias 
when highlighting potential concerns, with a greater likelihood of flagging students of color. 
Other concerns of bias include students who have medical conditions, members of the gender 
and sexual diversity community, students with documented learning disabilities, learners with 
mental health issues, those with physical disabilities, living in remote areas with slow or 
unstable internet connectivity, students relying on public computer labs on campus, and those 
from lower socio-economic statuses. Faculty and instructors are encouraged to keep these 
issues in mind and be aware that an exam indicated by Respondus is not sufficient evidence of 
academic dishonesty. Flagging may reflect the limits and biases of AI facial recognition software 
to identify the student in the frame, or other factors considered “atypical” such as loud noises 
caused by medical equipment or assistance devices, movements related to medical conditions, 
use of public computing facilities, and/or children or household members nearby. 
 
 
Related Topics for Faculty and Instructor Consideration: 
Student technology resources:  

As detailed in the FDIC Online Course Development Institute (OCDi), best practices for 
online courses and assessment procedures include universal design principles and adhere to 
the Illinois Information Technology Accessibility Act (IITAA). Other points to consider include:  

• Do all students have the technology needed to run the Respondus programs?  
• Are students able to take the exam using a laptop or tablet with a webcam for 

Respondus Monitor?  
• Do student devices meet the operating system requirements for Respondus LockDown?  
• Do students have high enough internet connectivity to allow video recording through 

Respondus Monitor? 
• Do students have a private space in which they can engage with assessment free from 

distraction? 
 

Results from a recent survey from the Institute of Higher Education Policy found that, among 
other issues, broadband internet access and availability of appropriate devices (i.e. laptop or 
desktop computers rather than cell phones) create significant barriers to academic engagement. 
The Center for Student Innovation (CSI) in the Booth Library has a technology check-out system 
through which students with inadequate technology can secure equipment to meet the demands 
of their coursework.  
 
Educational technology and study services:  

Correlated with the increased use of online and remote proctoring, a set of educational 
technology companies, such as Chegg, Studypool, and Course Hero have emerged as student 
course and exam preparation resources. For a subscription, users can view, upload, and share 
course information such as syllabi, papers, quizzes, and exams among other documents. 
Subscribers can also submit questions or queries to consultants or “tutors” through such 
websites and receive answers within a minimal time frame.  
 

Research has shown, as well as reported in higher education newsletters, newspapers, 
and blogs, that such sites have become primary resources in students’ education and academic 
progress. Popular publications, such as the Wall Street Journal and the New York Times have 
written on how these sites have emerged and become profitable in the early stages of the 
COVID-19 pandemic. Faculty, instructors, and administrators are highly encouraged to make 

https://www.technologyreview.com/2020/08/07/1006132/software-algorithms-proctoring-online-tests-ai-ethics/
https://www.eiu.edu/fdic/ocdi.php
https://www.dhs.state.il.us/page.aspx?item=32765
https://www.ihep.org/wp-content/uploads/2021/05/IHEP_Broadband_brief_rd3_web-1.pdf
https://www.eiu.edu/booth/csi/
https://www.eiu.edu/booth/csi/tech.php
https://www.chegg.com/
https://www.studypool.com/
https://www.coursehero.com/
https://edintegrity.biomedcentral.com/articles/10.1007/s40979-021-00070-0
https://www.insidehighered.com/news/2021/02/05/study-finds-nearly-200-percent-jump-questions-submitted-chegg-after-start-pandemic.
https://www.dailyemerald.com/news/students-cheat-with-online-learning-service-professors-hope-to-identify-users/article_552d56f4-5a31-11eb-98ae-879264ec0299.html
https://academicintegrity.org/blog/61-2020/december-2020/218-let-s-talk-about-chegg-baby-all-the-good-things-and-the-bad-things-that-may-be-1?highlight=WyJsZXQncyIsImxldCIsInRhbGsiLCJhYm91dCIsImNoZWdnIiwiY2hlZ2cncyIsImxldCdzIHRhbGsiLCJsZXQncyB0YWxrIGFib3V0IiwidGFsayBhYm91dCIsInRhbGsgYWJvdXQgY2hlZ2ciLCJhYm91dCBjaGVnZyJd
https://www.wsj.com/articles/cheating-at-school-is-easier-than-everand-its-rampant-11620828004
https://www.nytimes.com/2020/06/12/business/chegg-dan-rosensweig-corner-office.html


themselves aware of these sites and the extent of their use by students; strategies for 
concerned instructors and faculty can be found in several of the resources listed below, but a 
good place to begin is with Frankovitch (2020).  
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